Insurance telematics programs are continuously gaining market shares in the automotive insurance industry. By recording data on drivers' behavior, the information asymmetry between the policyholder and the insurer is reduced, enabling a granular risk differentiation based on the true risk levels of the drivers. However, the growth of the insurance telematics industry is being held up by large logistic costs associated with the process of acquiring data. As a result, several market participants have started looking towards smartphone-based solutions, which have the potential of easing and improving the data collection process for both policyholders and insurers.
INTRODUCTION
Traditionally, the automotive insurance industry has relied on measures such as the drivers' gender and age, place of residence, and car model, to set the premiums offered Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage, and that copies bear this notice and the full citation on the first page. Copyrights for third-party components of this work must be honored. For all other uses, contact the owner/author(s). Copyright is held by the author/owner(s). WPA '15 to each driver. However, these criteria will provide a fairly low predictability of the risks taken by a driver while on the road. As a consequence, the interest in insurance telematics, i.e., usage-based automotive insurance where data on driving behavior is collected by means of telecommunication, has grown at a rapid pace during the last years. The total subscriber base is expected to reach 85.5 million by 2018 [1] . As of yet, the largest market participants have collected data by the use of in-vehicle sensors accessed through the vehicle's on-board diagnostics port. At this point, however, several insurers and telematics service providers have started looking towards smartphone-based solutions [2] . Thanks to the large number of embedded sensors, smartphones are able to provide insurers with rich driving data (the typical process is illustrated in Fig. 1 ). Collecting data by the use of smartphones is also generally cheaper and less logistically demanding than employing vehicle-fixed sensors. In addition, smartphones have proven to be excellent platforms for providing the user with driving feedback and allowing for advanced user interaction [3] . This is expected to increase both overall driver safety and the transparency of automotive insurance programs.
The two primary information sources in smartphone-based insurance telematics are the global navigation satellite system (GNSS) receiver and the inertial measurement unit (IMU). A cellular network assisted GNSS receiver will typically provide measurements of position, speed, and course within seconds after startup. The most prevalent error sources stem from ionospheric delays, clock errors, and multipath signal propagation [4] . The IMU provides measurements of specific force and angular velocity, obtained from a three-axis accelerometer and a three-axis gyroscope, respectively. Measurements provided by the IMU are subject to both a timevarying bias and random noise. GNSS and IMU measurements are often fused in a GNSS-aided inertial navigation system (INS) [5] . The employed navigation filter will integrate the IMU measurements in a prediction step, and then use GNSS measurements to bound the resulting navigation errors. GNSS-aided INSs will typically provide estimates of position, velocity, and attitude, and in addition also track the IMU bias. A smartphone-based GNSS-aided INS has previously been presented in [24] . Additional smartphoneembedded sensors include cameras, magnetometers, and microphones. Although all of these sensors have been used in isolated academic studies, their use in commercial telematics applications have been very limited. Vision-aided navigation algorithms are generally cumbersome in practical applications, due to their strict requirements on the smartphone's placement within the vehicle. Magnetometers are often redundant for navigation when GNSS and IMU measurements are available, and can be expected to be affected by magnetic disturbances from the vehicle engine [6] . Microphones obviously have limited abilities to collect data on driving behavior, but have previously been used for honk detection when constructing predictors of traffic intensity in developing countries [7] .
In this paper, we present a unified framework highlighting the challenges of smartphone-based driver behavior analysis. The process in going from sensor measurements to a driver risk assessment is illustrated by Fig. 1 . As all driving behavior analysis requires accurate navigation data, we first discuss low-level data processing designed to provide a high-performance navigation solution. The discussion is divided into three sections (see Sections 2-4) covering the following topics: IMU alignment, i.e., the problem of finding the relative orientation of the smartphone and the vehicle; driver/passenger classification, i.e., the problem of classifying the smartphone owner as a passenger or driver based on the position of the smartphone in the vehicle; and navigation in areas with reduced GNSS coverage or high levels of multipath propagation. Section 5 then reviews the most commonly employed driving events and illustrates how these can be used to assess the risk level of the driver. The paper is concluded in Section 6. For discussions on driver scoring (i.e., constructing a comparative risk assessment based on the driver behavior analysis) and driver feedback, we refer to [3] , [8] , and references therein.
IMU ALIGNMENT
Several studies have investigated the problem of estimating the orientation of a vehicle-fixed smartphone with respect to the vehicle. The importance of this problem derives from the fact that measurements from smartphone- embedded IMUs will be dependent on the orientation of the device. Hence, to be able to take advantage of smartphoneembedded IMUs on the same terms as dedicated vehiclefixed IMUs, one must first estimate the smartphone-to-vehicle orientation.
The estimation process can be described as separate estimations of the smartphone's and the vehicle's orientations with respect to a tangent frame. The vehicle is assumed to be on horizontal ground, i.e., both its roll and pitch angles are approximated by zero. The roll and pitch angles of the smartphone can be estimated by identifying the gravity vector from accelerometer measurements [5] . Following this, the smartphone's yaw vector is estimated using magnetometer measurements [9] , while the vehicle's yaw angle is estimated using GNSS measurements. Another possibility is to directly estimate the relative yaw angle of the smartphone and the vehicle by studying the effect that accelerations in the forward direction of the vehicle frame have on the accelerometer measurements [10] . The standard methods are summarized in Tab. 1. As noted in [11] , the assumption on the vehicle's pitch angle (approximating it by zero) can be relaxed by matching the smartphone's three dimensional velocity with the forward direction of the vehicle frame.
In practice, it is unrealistic to assume that the smartphone is constantly fixed with respect the vehicle. The change in position and velocity resulting from a user picking up the smartphone can most often be neglected when estimating the vehicle dynamics. However, changes in the smartphone's orientation with respect to the vehicle are more tricky to deal with if one seeks to utilize measurements from the IMU. Since the angular velocity (of the smartphone) resulting from a user picking up the smartphone is generally much larger than any angular velocity caused by vehicle maneuvers (see Fig. 2 ), having a non-stationary smartphone-tovehicle orientation will often prevent standard inertial navigation of the vehicle. In addition, the rotations can be expected to excite new error terms in the IMU, which were previously negligible, e.g., scale factor errors. Estimating a non-stationary smartphone-to-vehicle orientation is difficult in practice, and hence, the chosen method for IMU alignment typically must be restarted when the smartphone is once again fixed inside the vehicle. 
DRIVER/PASSENGER CLASSIFICATION
Even though data has been recorded, its relevance for insurance purposes will depend on who the driver was and which vehicle was driven. This is especially important for smartphone apps that automatically start recording as soon as automotive driving is detected. The most easily implemented methods for driver/passenger classification make the assumption that each smartphone is placed close to its owner, and then attempts to estimate the smartphone's position in the vehicle using the collected navigation data. If the estimated smartphone position is near the driver's seat, it is concluded that the driver is the owner of the smartphone. These methods lead to low logistic costs and guarantee backwards compatibility with older vehicle models [12] .
One option is to use the human motion dynamics of the driver or passenger to identify his or her seat within the vehicle [13] . However, this approach will obviously be sensitive to motion variations among individuals. Alternatively, the position of the smartphone can be determined by exploiting differences in the collected data of vehicle dynamics, resulting from the placement of the smartphone. In these cases, one must assume that data is available from either two smartphones, or from one smartphone and one reference system. Due to the time-correlated errors in the GNSS measurements, it is typically difficult to estimate the relative position of two smartphones directly from their GNSS position measurements, or from the position estimates provided by their associated GNSS-aided INSs. This is illustrated in Fig. 3 , which shows the estimated relative position (in one horizontal dimension of the tangent frame) between two smartphones placed next to each other as a function of time. The estimates are computed as the mean of the difference in the estimated positions (provided by separate GNSS-aided INSs), up to the current period of time. Since the error in the estimated relative position is in the same order as the expected true difference in position between two smartphones, this will not be a reliable method for driver/passenger classification. Higher accuracy can be obtained by comparing the IMU measurements of the two smartphones. The difference in placement will be particularly evident when the vehicle corners (for identifying the lateral placement in the vehicle) [14] or when crossing a pothole or speed bump (for identifying the longitudinal placement in the vehicle) [15] . 
GNSS-CHALLENGED AREAS
Reduced GNSS availability or poor GNSS accuracy will typically degrade the navigation solution. However, even if the GNSS coverage is very poor, there are several ways to mitigate or reduce the error growth of INSs and extract valuable navigation data. In this section, four methods are discussed: map-matching, road-feature-aided navigation, nonholonomic constraints, and smoothing. It may be noted that all these methods can also be employed when GNSS is available. However, in these cases, the resulting improvement in estimation accuracy will be modest at best.
In map-matching, maps of road networks are used to improve the position estimates, or to extract information on the vehicle's path [16] . The map typically represents the road network as a mathematical graph composed of arcs and nodes. The accuracy of the map-matching will depend on e.g., the accuracy of the map, the accuracy and update rate of the a priori position estimates, the employed mapmatching technique, and the road density. As noted in [17] , the primary challenge of smartphone-based map-matching lies in managing the low performance of built-in GNSS receivers. In addition, the GNSS receivers will in many cases be duty-cycled to preserve energy. To cope with the low update rate resulting from this, probabilistic map-matching will often be necessary. This means that the map-matching algorithm stores several potential true paths with their corresponding probabilities. One of the shortcomings of mapmatching is that the requirements on the a priori position estimates are higher in urban areas where the road density is high [18] . Unfortunately, this is also where tall buildings are most likely to block satellite signals and where GNSS multipath propagation is the most severe.
Road-feature-aided navigation resembles map-matching in the sense that road maps are used to improve the position estimate. However, the matching process is not primarily based on a priori position estimates, but on the identification of road-features. A road-feature identified using the smartphone sensors can often be associated with several similar road-features on the map, and hence, road-feature-aided navigation will typically require sophisticated data association algorithms. In what follows, we discuss the most commonly employed road-features.
The study in [19] presented a smartphone-based INS aided by speed bumps. All speed bumps were detected using accelerometer measurements in the vertical axis of the vehicle frame. The data association was based on a hidden Markov model with transition probabilities derived from the connec-tivity of the bumps. Field experiments in parking garages illustrated the feasibility of the method. Previously studied road-features have also included: vehicle stops at traffic lights, with a probability distribution of the queue length that varies with the time of day; vehicle turns, detected using magnetometers or integrated gyroscope measurements; and significant road slopes, detected using patterns in the estimated vehicle pitch angle [20] .
Obtaining accurate speed estimates from map-matched or road-feature-aided position estimates is generally difficult. This is a consequence of the well-known noise amplifying characteristic of the differentiation operator. However, the vehicle's speed can often be directly estimated despite poor GNSS coverage [21] . One way to do this is to approximate the vehicle trajectory with a circular motion during vehicle turns. In this case, estimates of the vehicle's speed can be readily derived from the angular velocity and acceleration measured by the IMU. The drift of the vehicle's speed can also be bounded by the detection of vehicle stops, so called zero-velocity-updates. At last, we note that all speed bumps or potholes typically will be hit by both the vehicle's front wheels and its rear wheels [22] . Each bump will then result in two peaks in the IMU measurements, and hence, the vehicle's speed can be inferred using knowledge of the vehicle's wheelbase.
In practice, detectable road-features will often be far apart, and hence, road-feature-aided navigation should be complemented by standard map-matching algorithms to avoid divergence of the navigation filter. Moreover, the positions of road-features will in general not be known a priori. The problem of building a map of traffic lights and stop signs using only GNSS data has previously been considered in [23] .
Several studies have proposed the use of non-holonomic constraints (NHCs) to reduce the error growth of the INS during GNSS outages [24] . The NHCs utilize that the velocity of the vehicle is roughly aligned with the forward direction of the vehicle frame. As a result, the number of degrees of freedom in the estimated velocity and orientation decreases from six (three-dimensional velocity and threedimensional orientation) to four (speed and three-dimensional orientation). Typically, the constraints are implemented as noisy measurements of zero velocity in the lateral and vertical directions of the vehicle frame. In contrast to map-based algorithms, NHCs can be used to improve the speed estimates even when the vehicle's initial position is unknown. However, NHCs will always require some knowledge or estimate of the smartphone-to-vehicle orientation.
Smoothing is a method of estimation where the value of a stochastic process at a specified time is estimated using measurements collected up until a later time point. In other words, smoothing is a non-casual estimation procedure which exploits future measurements to improve upon the estimation accuracy obtained in standard online filtering algorithms. Practical implementations of smoothing for vehicle navigation will typically be based on fixed-lag smoothers which utilize one additional GNSS measurement as compared to the standard filter [25] . With smoothing, the estimation uncertainty will be the largest in between GNSS measurements, and not right before the GNSS measurements as in the standard filter. It can be noted that smoothing algorithms by its very nature will always produce delayed solutions. Moreover, smoothing requires intermittent measurement updates, and is therefore not a feasible alter-A priori position estimates. native when neither map information nor GNSS signals are available. Fig. 4 illustrates the four described methods for mitigation of INS errors during degraded GNSS availability.
At last, we note that several of the frameworks presented in the literature for e.g., driver risk assessment, only make use of IMU measurements (see e.g., [26] ). However, excluding GNSS measurements will generally reduce the number of observable modes in the IMU bias, and also make it harder to estimate the smartphone-to-vehicle orientation. This will then increase the logistic requirements on, e.g., sensor calibration and the placement of the smartphone in the vehicle.
FIGURE OF MERITS AND DRIVING EVENTS
When a sufficiently accurate navigation solution has been obtained, the provided data is used to analyze the driver's behavior. The analysis will result in a driver risk assessment, which then forms the basis of insurance premium adjustments [27] . A number of different figure of merits (FoMs) or driving events have been studied [3] . Several are based on the location of the vehicle at a specified time, and have low requirements on accuracy and resolution. These include the driver's location during trips, the elapsed distance of the trips, and the time of day when the trip was made. All of these FoMs are easily observable, given that driving data exists. More intricate FoMs are often based on sudden driving maneuvers, spanning very short periods of time. We now proceed with a more detailed discussion on a number of these FoMs: cornering, harsh acceleration and braking, and speeding. All the FoMs discussed in this section have been used by commercial telematics providers (see e.g., [28] ). The section concludes with some notes on actuarial relevance and data privacy.
Risk assessment of cornering events is often made by estimating the forces exerted on the vehicle. Appropriate test statistics can be derived based on the dynamics of skidding and rollovers [29] . Choosing the threshold for detection of dangerous events determines the tradeoff between making accurate detections (easier at lower thresholds) and making relevant detections (easier at higher thresholds).
Harsh acceleration or braking has been used as an indicator of unsafe driving in several insurance programs. The estimated acceleration is generally obtained directly from the accelerometer measurements [30] . High frequency noise can often be mitigated by exploiting that the bandwidth of the longitudinal acceleration in most cases is less than 2 [Hz] [4] . Similarly to detecting dangerous cornering, there is an inherent tradeoff between detection accuracy and actuarial relevance in choosing the detection thresholds. To illustrate the importance of utilizing IMU measurements for detection of short-time events, we studied detection of harsh (longitudinal) acceleration and braking using three smartphones: one Samsung S3, one Samsung S4, and one iPhone 5. We simultaneously collected reference data using a Microstrain 3DM-GX3-35. All of the smartphones were fixed to the vehicle during the entire trip, and their IMUs were sampled at 10 [Hz]. The studied data set consisted of approximately 30 minutes of data, and used a detection threshold of 1.5 [m/s 2 ]. Tab. 2 shows the time-averaged rootmean-square errors (RMSEs) of the acceleration estimates provided by the smartphones in two cases: when estimating the vehicle's acceleration from first-order difference quotients constructed from the GNSS measurements of speed and time; and when estimating the vehicle's acceleration using the estimates provided by a GNSS-aided INS. The latter estimates were low-pass filtered with a cutoff frequency of 2 [Hz] . As can be seen, employing a GNSS-aided INS not only increases the estimation rate, but also reduces the RMSEs with almost 50%. Seven instances of harsh acceleration or braking were identified from the reference data. We defined all instances which were missed (by a margin of at least 2 seconds) by the smartphones as missed detections, and all false detections provided by the smartphones as false alarms. The number of missed detections and false alarms provided by the smartphones are given in Tab. 3 and Tab. 4. As seen from the figures, the GNSS-aided INS clearly outperforms the estimator only based on GNSS measurements.
Speeding can be measured in absolute terms, in comparison to the normal or prevalent traffic flow, or in comparison to the legal speed limit [31] . The estimation accuracy of absolute speeding is obviously only limited by the accuracy of the vehicle's estimated speed. Comparing the vehicle speed to the prevailing traffic flow requires a high penetration rate of measurement probes, or other means of collecting infor- The actuarial relevance of a FoM depends on its correlation with insurance claims. A rigorous correlation analysis requires access to both historical insurance claims and associated driving data, something which few market participants have today. Both policyholders and authorities have raised concerns regarding the privacy intrusion of telematics services [32] . To mitigate privacy concerns, driving scores may be calculated directly in the smartphone, and hence, sensitive sensor data can be deleted without being sent to a central server.
CONCLUSION
Motivated by the growing interest in smartphone-based insurance telematics, this paper has highlighted some of the main challenges of smartphone-based driver behavior analysis. Three major obstacles in the construction of a driverspecific navigation solution were identified: the unknown orientation of the smartphone with respect to the vehicle; the unknown identity of the driver; and the problem of mitigating INS errors during prolonged GNSS outages. We reviewed state-of-the-art solutions and demonstrated typical characteristics of collected data by several numerical examples. The paper concluded with a discussion on figure-ofmerits and driving events that are commonly used as input in the process of adjusting insurance premiums.
